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AAA ISE Service

Appliance Name: Cisco Secure Network Server (SNS-3815)

Support: > 350 devices, > 70 admin users (extendable)

License term: Permanent License

Solution Type:

Hardware based and its Lifecycle must be more than 5 Years or Based
on Vendor Support.

Hardware Specification

CPU: AMD 9115, 2.6 GHz, 16 cores and 32 threads, RAM:64GB,
Storage:

1.6TB SSD, NIC: 2 X 10Gbase-T, 4 X 10GE SFP, Power-Supply: Dual
PSU

Compatibility: Cisco, Juniper, Huawei any models/IOS

AAA Functions

Authentication: TACACS+ and Radius, AD and Local DB
Authorization: Command-level, RBAC, Group policies

Accounting: Login/logout, command/activity, session duration and etc
High Availability: HA deployment, Automatic Failover, DB
Synchronization

Logging & Reporting: Detailed logs, audit logs, reports

Support: Vendor must provide support, maintenance, and updates for
the ISE

for one Year. in case of any issue with Hardware/Software of AAA
Service the

Vendor must support and fix it or replace it. Installation: Vendor must
perform

installation, configuration, integration with

all network devices, and deliver documentation Training: The reseller
must provide formal training of ISE deployment and use ISE Service
for the involved team.
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