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Hardware Section

PC

Chassis Configuration: 2.5" Chassis with up to 24 Drives
(16 SAS4/SATA + 8 NVMe Direct), Front PERC 12
(H965i).

Processor: Intel® Xeon® 6 Performance 6760P 2.2G,
64C/128T, 24GT/s, 320M Cache, Turbo, (330W) DDR5-
6400.

Memory: 256GB RDIMM, 6400MT/s, Dual Rank.

RAID Configuration: C1, No RAID for HDDs/SSDs (Mixed
Drive Types Allowed).

Storage Hard Drives: 2 x 480GB SSD SATA Read

Intensive 6Gbps 512e 2.5in Hot-plug AG Drive, 1 DWPD.

Storage Hard Drives (PCle SSD/Flex Bay): 4 x 3.2TB Data
Center NVMe Mixed Use AG Drive U2 with carrier.
Power Supply: Dual, Fault Tolerant Redundant(1+1)
Hot-Plug MHS PowerSupply,1100W MM(100-
240Vac)Titanium.

Power Cords: C13 to C14, PDU Style, 12 AMP, 6.5 Feet
(2m) Power Cord, North America.

Network Cards: Broadcom 57412 Dual Port 10GbE
BASE-T Adapter, OCP 3.0 NIC +Sec

iDRAC Systems Management Options Port: Yes

PowerEdge
R770 Server
&9k Jo
29770

1.1
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Chassis Configuration: 3.5" Chassis with up to 24
SAS/SATA Drives, PERC 11, GPU Capable(requires 2
CPUs), 1 or 2 CPU.
Processor: Intel® Xeon® Gold 5411N 1.9G, 24C/48T,
16GT/s, 45M Cache, Turbo, HT (165W) DDR5-4400
Memory: 128GB RDIMM, 5600MT/s, Dual Rank
RAID Configuration: C7, Unconfigured RAID for HDDs or
. . PowerEdge
SSDs (Mixed Drive Types Allowed) R760xd2
Storage: 2x 800GB SSD SAS ISE, Mixed Use, up to Server
24Gbps 512e 2.5in with 3.5in HYB CARR, AG Drive | yobs oo
1 PC Hard Drives: 16x 16TB Hard Drive SATA ISE 6Gbps 7.2K ff”’&)‘g;m” | 1.2
512e 3.5in Hot-Plug, AG Drive " s )
Power Supply: Dual, Hot Plug, Power Supply Fault )
Tolerant Redundant (1+1) 1400W (100-240Vac) o

Power Cords: C13 to C14, PDU Style, 12 AMP, 6.5 Feet
(2m) Power Cord, North America.

OCP 3.0 Network Adapters: Broadcom 57416 Dual Port
10GbE BASE-T Adapter, OCP NIC 3.0

Additional Network Cards: Broadcom 57416 Dual Port
10GbE BASE-T Adapter, PCle Low Profile

iDRAC Systems Management Options Port: Yes
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PC

Netgate 8300

CPU: Intel Xeon D-1733NT, 8-core @ 2.0 GHz (Ice Lake
Family)

Storage: 512GB M.2 SSD (Base)

Memory: 32 GB DDR4, ECC, 3200MHz via 2x 16 GB 1G x
72-Bit UDIMM

Network Ports: (4) 10G SFP+ cage ports, (4) 1G SFP
cage ports, (3) 2.5G RJ-45 "direct" (unswitched) Intel
i226 ethernet ports

Additional 25G and 100G cards available, -Base, MAX,
or TAA-compliant configurations, -1U rack mount, -1 x
Internal 500W PSU 100V/240V AC input (hot-
swappable) - Base, -2 x Internal 500W PSU 100V/240V
AC input (hot-swappable) - MAX and TAA, -11 Flexible
ports for WAN/LAN configuration, -Supports multi-
WAN (w/load balancing), -Ultra Fast VPN (w/AES-NI via

[IMB), -Includes TAC Lite (TAC Pro / TAC Ent Available), -

25G and 100G Additional network ports (option)

Netgate 8300
pfSense Plus
CoMibize
< 8300

1.3

PC

65" Neo QLED QN85F 4K Samsung Vision Al Smart TV
(2025)Disply: 65"Power Supply: AC100-240V~
50/60HzSlim Fit Wall-mount Support: Yes, wall- mount
Yes.Front Colour: TITAN BLACKConnectivity: HDMI 4,
USB 2 X USB-A, WiFi Yes, Ethernet(LAN) 1, Bluetooth
Yes.

1.4
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PC

Alienware 16X Aurora Gaming LaptopTech Specs:
Processor Intel® Core™ Ultra 9 Processor 275HX (36 MB
cache, 24 cores, 2.1 to 5.4 GHz P-Core)Operating
System: Windows 11 ProOperating System Language:
English USGraphics: NVIDIA® GeForce RTX™ 5060, 8 GB
GDDR7Memory: 32GB, 2x16GB, DDRS5, 5600
MT/sStorage: 2 TB, M.2, PCle NVMe, SSDDisplay: 16",
WQXGA, 240Hz, 100% DCI-P3, ComfortView Plus, G-
SYNCKeyboard: 1-Zone AlienFX RGB Keyboard, English
USMouse: Dell Wired MousePorts: 2 USB 3.2 Gen 1 (5
Gbps) ports, 1 USB 3.2 Gen 2 (10 Gbps) Type-C® port, 1
Thunderbolt™ 4 (40 Gbps) port with, DisplayPort™ 2.1
with Power Delivery, 1 HDMI 2.1 port with Discrete
Graphics Controller Direct Output, 1 universal, audio
jack (RCA, 3.5 mm), 1 RJ45 ethernet port (1 Gbps), 1
power-adapter portPower adapter: 180W power
adapter: 1.25 |b (0.58 kg) or 280W power adapter: 2.10
Ib (0.95 kg)Alienware 16 Backpack - AW5625P, Quntity
12 pc, Tech Specs,Style Backpack, Printed
Design/Pattern/Texture Alienware design with 3D
iridescent reflective Alienware logom, Carrying Options
Shoulder Strap, Maximum Screen Size Supported 16",
Product Color Black, Durability Dirt Resistant, Water
Resistant and Weather Resistant.CompatibilityUp to
16" Laptops (max laptop dimension: 365 x 290 x 27
mm).

1.5
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This exclusive 20 piece Field Kit combines the entire
Ilne-of Hak5 signature gear, all compiled in the Elite Haks Elite
Equipment Wrap. Field Kit
1 Box Includes: ® WiFi Pineapple TETRA, ® Bash Bunny, ¢ USB 1.6
. Codl 5 S
Rubber Ducky, ® LAN Turtle SD, ® Packet Squirrel, o S a3
Plunder Bug, ® Signal Owl, e Shark Jack, ¢ Screen Crab,e T
Key Croc.
Dell 27 240Hz Monitor - SE2726HG, New
Diagonal Size(Viewable Screen Size) 27"
Adjustability Tilt
Screen Mode Full HD, Resolution / Refresh Rate 1920 x
1080 at 240Hz Sl Wygidile
14 PC Ports: 2 HDMI port/s (HDCP 2.3) (Supports up to 1920 x | 9 &Y Juss | 1.7
1080, 240 Hz, HDR, VRR, as specified in HDMI 2.1 Snlw 3@3
(TMDS)) 1 DisplayPort 1.4 (HDCP 2.3) port/s
Cables: Power cable 1, 1 x HDMI 2.0 cable - 1.80 m
Panel Technology: In-plane Switching (IPS) Technology
Input Voltage Range 100V AC to 240V AC
Dualcomm
Model No: DCSW-1005PT g;lssIeo'(l?
2 PC i;)éig?liase-T Network TAP with PoE Pass-Through Network TAP 1.8
3 o P90
S Sy
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Hak5 Packet
Squirrel
Includes Packet Squirrel hardware, Payload Studio Pro, | Mark Il Elite
1 PC Packet Squirrel Textbook and Packet Squirrel Pocket Bundle 5 | 1.9
Guide. JeSw S\
ol S)le
Juio
Main Input Voltage: Input voltage 220 V- 240 V, Input APC Smart-
Connection Type IEC 320 C20, Output voltage 220V AC | UPS C, Line
1 phase, Output connection type 6 IEC 320 C13, 1 IEC Interactive,
320 C19, Output frequency 50 Hz sync to mains. 2000VA/
Battery type: Lead-acid internal included, Control 1300w,
panel: Multifunction LCD status and control console. Tower, 230V,
Alarm: Alarm when on battery : distinctive low battery | 6x IEC
alarm : configurable delays. Colour: Black. Battery C13+1x IEC
4 PC . . 1.10
type:Lead-acid battery, Battery recharge time: 3 h, C19 outlets,
Number of battery replacement quantity: 1, Battery USB and
life: 3...5 year(s). Serial
APC UPS AC Input Power Cable IEC 320 C20. communicati
4 APC UPS Output Power Cable IEC 320 C13 to 14, 2m on, AVR,
with each UPS. Graphic
Warranty (in months): 12 LCD ! 3 92
eyl
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Hi-Spec 9 Piece Network Cable Testing & Wiring
Maintenance Repair Tool Kit. Network Cable Tester Box ) .
& Remote Unit, Two full-size 100mm ogs SHgs

1 PC Screwdrivers(Slot/Flathead 1/4”, Philips #2), Cutters & Network | 1.11
Strippers, Crimper & Krone Punch Down Tool in a tools
Zipper Case, One NB. 9V battery is included.
Category: CAT 6 F/UTP | Cat6 Cable, Gigabit LAN Cable,

1 Box Ethernet Cable | Flexible Patch Cable Shielded, for 816 <8 JuS 112
Indoor Use up to 250 Cat
MHz, 6a Cable
UGREEN USB to Ethernet Adapter, 1000Mbps Plugand | USB Rj45 to

4 oc Play Ethernet Adapter with USB 3.0, Driver Free, RJ45 Network 113
LAN Network Dongle Compatible with Nintendo Switch, | Awal Syg < )
Laptop, PC, MacBook, Windows, macOS, Linux Adepter .3
Capacity: 128GB, Interface: USB 3.2 Gen 1, Model .
Number: SDDDC3-128G-G46, Product Features: The 2- S%nuzlr;:‘ll:a
in-1 flash drive with USB Type-C™ and Type-A
connectors, Compatibility: USB Type-C devices (phones Go USB Type-

10 PC laptops, an;i tablets) ’ CBTIM -IELZFSIGBh 1.14
Android 10+ (D?i‘\:le)djj
macOS v.12+ =
Windows 10+ & 128 by
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Dell Pro 24 All-in-One Plus Desktop
Processor: Intel® Core™ Ultra 9 285 (13 TOPS NPU, 24
cores, up to 5.6GHz).
Memory: 16 GB: 1 x 16 GB, DDR5, up to 5600 MT/s, Dell Pro 24
All-in-One
non-ECC. Plus Desktop
Storage: 1 TB Performance SSD, SED Ready. PC or
Additional Storage: Additional 512GB SSD TLC. Equivalent
6 PC | Wireless: Intel® Wi-Fi 6E AX211, 2x2, 802.11ax, quivalent 1 4 15
) J124 99 o
Bluetooth® wireless card. s O; o
Chassis Options: Dell Pro 24 All-in-One Plus QB24250, ul;'S.uua
65W CPU, Touch, 5MP IR Camera, 240W Platinum. \.”3“;5
Keyboard and Mous: Dell Wired Keyboard and Mous - O‘J:J;l“ L
KB216 - US English - Black. )
Stand: Height Adjustable Stand for All-in-One.
Operating System: Windows 11 Pro, English Language.
Processor: Intel® Core™ Ultra 9 processor 285HX, 55W
vPro.
Operating System: Windows 11 Pro.
Memory: 32GB: 2x16GB 6400 MTs DDR5 CSoDIMM, Dell Pro Max
non-ECC. 16 Plus
1 pc Graphics Card: NVIDIA® RTX™ PRO 2000 Blackwell Laptop 1.16
Generation, 8 GB GDDR7. oo 93 Jd
Storage: 1 TB Performance SSD, SED Ready,TLC. Sl s
Additional Hard Drive: Additional 512GB Performance
SSD, SED Ready.
Display: 16" FHD+ LCD 1920x1200 with 400nits, 45%
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NTSC, 60Hz, Non-touch, WLAN, RGB Camera,
Microphone.
Camera: FHD RGB Camera, HDR, TNR4.
Keyboard: English US backlit Copilot key keyboard with
numeric keypad.
Primary Battery: 6 cell, 96Whr, ExpressCharge™
Capable, Long Life Cycle battery.
Power Supply: 280W AC adapter, USB Type C.
Operating System: Windows 11 pro Language English.
Software Section 2
Real-time vulnerability updates
Unlimited vulnerability scanning Tenable
_ Pre-built policies for configuration & compliance audits Nessus
1 Iécyegasre Vulnerability scoring for prioritization Professional | 2.1
Configurable reports ovguetd ol ¢y
Flexible deployment Sl
3 year license
Proxmox
_ S92 Virtual
7 Licfgsre Proxmox VE Community Subscription 2 CPUs/year Jozpe oSl | 2.2
GAVYEVE]
Environment
_ Proxmox
1 Lic;erlas.re Proxmox Backup Server Community Subscription 1 year Backup 2.3
Server
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Sle (w8952
290 IS

Key Features and Capabilities:

Automated Exploitation & Validation: Validates

vulnerabilities to reduce risk, moving beyond

traditional scanners to confirm exploitability.

Advanced Campaigns: Includes Phishing and Social

Engineering wizards to test employee awareness. Metasploit

Web App Testing: Built-in tools for auditing web or Pro

applications for vulnerabilities. Cobalt Strike

Evasion Techniques: Features advanced anti-virus (AV) License

. License | and Intrusion Detection/Prevention System (IDS/IPS) for 3 years 54
3year | evasion. ) ) '

Comprehensive Reporting: Generates detailed, auditor- xz:b*:

friendly reports, including PCl and FISMA compliance ;_w w::j "

reports. Al "

Network Pivoting: Supports VPN pivoting to gain

deeper access within a compromised network.

Integration: Integrates with Rapid7 InsightVM for a

closed-loop vulnerability management workflow.

b Galyld C8 % Wlgis dud Codluslive (551018 85 454594050

Jolad 03le] COBALT STRIKE lg5 (2 dinile by 0)gdno
Training + Certification Section 3
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Course Title: Blue Team Level 1 Trainnig Bundle + @ig'g.nT )99
Certification Blue Team
5 Head | Subscription: For Five (5) persons. Levell| 3.1
On-demand access. oS!y (BTL1)
Srolw (£
Course Title: Blue Team Level 2 (BTL2), Professional- Sigal 0y95
Level Trainnig Bundle + Certification Blue Team
5 Head Subscription: For Two (2) persons. Level 2 39
On-demand access. Sly (BTL2)
FL o5
Salw
OSCP — PEN200 Training
Duration: 2 Months, 60 Hours
% &O;Jzeolﬁ\r/:il;ﬂzwgoﬁ standard syllabus OSCP —
3 _ g-niine PEN200
a One Teaching Format: 70% Practical / 30% Theory Training 33
3 Class | Number of participants: Introduce by the organization. | gl Koy
g Instructor format: will be select by the organization ;;0 2 :5‘*’
@ and must be OSCP certified with hands-on practical T
industry experience
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-CISSP
CISSP Online Instructor-Led TrainingLive OnlinelSC2 Certified
AUTHORIZED INSTRUCTOR2x CISSP Exam Voucher Information
CISSP official study planOfficial ISC2 CISSP Systems
eTextbookOfficial ISC2 CISSP Study Questions Security
4 Head | eBookSession recordingsApplied scenarios and case Professional | 3.4
studiesPractice questionsGlossary of termsPre- and o o Gl (e
post-course assessmentsEducation Guarantee: Ll o (3
Educator must ensure the attendees pass the cissp ool @uahan
exam at first attempts Sloglae
s
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One
Class

Linux Administration Training and Advanced Linux
TrainingDuration: 2 Months, 60 HoursCourse Level:
Beginner to AdvancedMode of training: OnlineTeaching
Format: 70% Practical / 30% TheoryNumber of
participants: Introduce by the organization.Instructor
format: will be select by the organization.Course
contents: 25 moduls Select by the organization Study
Material: Linux course presentitions and lab
manualsThe Contractor of this program must provides
a complete Linux journey — from fundamentals to
advanced server deployment. Learners begin with
essential Linux commands, file systems, and process
management, building a strong foundation in system
administration. The course then moves into enterprise-
level services such as DNS, DHCP, Apache, Samba, FTP,
and Mail servers, ensuring real-world server
management skills.Key focus areas include networking,
storage management (LVM, RAID), and backup
solutions, along with robust security practices using
SELinux, firewalld, iptables, and access controls. Every
module is reinforced with hands-on labs and real-world
exercises, enabling participants to graduate job-ready
for system and server administration roles in enterprise
IT and cybersecurity.

Linux
Administration
+ Advanced
Linux
Training

3.5

Services
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1.The comprehensive service shall include the
professional setup and precise installation of all
required equipment. The vendor must ensure seamless
integration and optimal performance of all Complete
technologies specified above. Setup,
2.The vendor shall perform the installation and Installation +
configuration of the following software solutions: Configuration,
Nessus Server, Firewall, Proxmox VE, Proxmox Backup | warrantyand | 3.4

Server, Wazuh Server, Wazuh Indexer, Graylog Server, support
Sysmon, Grafana, TheHive with Cortex, OpenCT], afther
Shuffle, CoPilot, and MISP. The vendor shall also ensure | installation
proper integration among these systems, incorporate One Year

additional relevant systems where required, and
conduct testing to validate functionality and generate
result reports.
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No.

Item

Technical Specification

Unit

Quantity '

Hardware Section

1.1

PowerEdge R770 Server
29, 7705\ 21 53k Jo

Chassis Configuration: 2.5" Chassis with up to 24 Drives (16 SAS4/SATA + 8 NVMe Direct), Front PERC 12 (H965i).
Processor: Intel® Xeon® 6 Performance 6760P 2.2G, 64C/128T, 24GT/s, 320M Cache, Turbo, (330W) DDRS5-6400.
Memory: 256GB RDIMM, 6400MT/s, Dual Rank.

RAID Configuration: C1, No RAID for HDDs/SSDs (Mixed Drive Types Allowed).

Storage Hard Drives: 2 x 480GB SSD SATA Read Intensive 6Gbps 512e 2.5in Hot-plug AG Drive, 1 DWPD.

Storage Hard Drives (PCle SSD/Flex Bay): 4 x 3.2TB Data Center NVMe Mixed Use AG Drive U2 with carrier.

Power Supply: Dual, Fault Tolerant Redundant(1+1) Hot-Plug MHS PowerSupply,1100W MM(100-240Vac)Titanium.
Power Cords: C13 to C14, PDU Style, 12 AMP, 6.5 Feet (2m) Power Cord, North America.

Network Cards: Broadcom 57412 Dual Port 10GbE BASE-T Adapter, OCP 3.0 NIC +Sec

iDRAC Systems Management Options Port: Yes

PC

1.2

PowerEdge R760xd2 Server
23, 2 53 SO 760 )1 gl ssb L3

Chassis Configuration: 3.5" Chassis with up to 24 SAS/SATA Drives, PERC 11, GPU Capable(requires 2 CPUs), 1 or 2 CPU.
Processor: Intel® Xeon® Gold 5411N 1.9G, 24C/48T, 16GT/s, 45M Cache, Turbo, HT (165W) DDR5-4400
Memory: 128GB RDIMM, 5600MT/s, Dual Rank

RAID Configuration: C7, Unconfigured RAID for HDDs or SSDs (Mixed Drive Types Allowed)

Storage: 2x 800GB SSD SAS ISE, Mixed Use, up to 24Gbps 512e 2.5in with 3.5in HYB CARR, AG Drive
Hard Drives: 16x 16TB Hard Drive SATA ISE 6Gbps 7.2K 512e 3.5in Hot-Plug, AG Drive

Power Supply: Dual, Hot Plug, Power Supply Fault Tolerant Redundant (1+1) 1400W (100-240Vac)
Power Cords: C13 to C14, PDU Style, 12 AMP, 6.5 Feet (2m) Power Cord, North America.

OCP 3.0 Network Adapters: Broadcom 57416 Dual Port 10GbE BASE-T Adapter, OCP NIC 3.0
Additional Network Cards: Broadcom 57416 Dual Port 10GbE BASE-T Adapter, PCle Low Profile

iDRAC Systems Management Options Port: Yes

PC

13

Netgate 8300 pfSense Plus
ok G L1 8300 CoMilice

Netgate 8300

CPU: Intel Xeon D-1733NT, 8-core @ 2.0 GHz (Ice Lake Family)

Storage: 512GB M.2 SSD (Base)

Memory: 32 GB DDR4, ECC, 3200MHz via 2x 16 GB 1G x 72-Bit UDIMM

Network Ports: (4) 10G SFP+ cage ports, (4) 1G SFP cage ports, (3) 2.5G RI-45 "direct! (unswitched) Intel i226 ethernet ports
Additional 25G and 100G cards available, -Base, MAX, or TAA-compliant configurations, -1U rack mount, -1 x Internal S00W
PSU 100V/240V AC input (hot-swappable) - Base, -2 x Internal S00W PSU 100V/240V AC input (hot-swappable) - MAX and TAA,
-11 Flexible ports for WAN/LAN configuration, -Supports multi-WAN (w/load balancing), -Ultra Fast VPN (w/AES-NI via IIMB), -
Includes TAC Lite (TAC Pro / TAC Ent Available), -25G and 100G Additional network ports (option)

PC

1.4

Srole O &:._,,;_du sl Sl

65" Neo QLED QN8SF 4K Samsung Vision Al Smart TV (2025)

Disply: 65"

Power Supply: AC100-240V~ 50/60Hz

Slim Fit Wall-mount Support: Yes, wall- mount Yes.

Front Colour: TITAN BLACK

Connectivity: HDMI 4, USB 2 X USB-A, WiFi Yes, Ethernet(LAN) 1, Bluetooth Yes.

PC
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1.5

35 S1a )5 guiels

Alienware 16X Aurora Gaming Laptop

Tech Specs: Processor Intel® Core™ Ultra S Processor 275HX (36MB cache, 24 cores, 2.1 to 5.4 GHz P-Core)

Operating System: Windows 11 Pro

Operating System Language: English US

Graphics: NVIDIA® GeForce RTX™ 5060, 8 GB GDDR7

Memory: 32GB, 2x16GB, DDRS, 5600 MT/s

Storage: 2 TB, M.2, PCle NVMe, SSD

Display: 16", WQXGA, 240Hz, 100% DCI-P3, ComfortView Plus, G-SYNC

Keyboard: 1-Zone AlienFX RGB Keyboard, English US

Mouse: Dell Wired Mouse

Ports: 2 USB 3.2 Gen 1 (5 Gbps) ports, 1 USB 3.2 Gen 2 (10 Gbps) Type-C® port, 1 Thunderbolt™ 4 (40 Gbps) port with,
DisplayPort™ 2.1 with Power Delivery, 1 HDMI 2.1 port with Discrete Graphics Controller Direct Output, 1 universal, audio jack
(RCA, 3.5 mm), 1 RI45 ethernet port (1 Gbps), 1 power-adapter port

Power adapter: 180W power adapter: 1.25 |b (0.58 kg) or 280W power adapter: 2.10 Ib (0.95 kg)

Alienware 16 Backpack - AWS5625P, Quntity 12 pc, Tech Specs,Style Backpack, Printed Design/Pattern/Texture Alienware
design with 3D iridescent reflective Alienware logom, Carrying Options Shoulder Strap, Maximum Screen Size Supported 16",
Product Color Black, Durability Dirt Resistant, Water Resistant and Weather Resistant.

Compatibility

Up to 16" Laptops (max laptop dimension: 365 x 290 x 27 mm).

PC

12

1.6

Haks Elite Field Kit
[OVCRTR PO THE-TE 9

This exclusive 20 piece Field Kit combines the entire line of Haks signature gear, all compiled in the Elite Equipment Wrap.
Includes: » WiFi Pineapple TETRA, * Bash Bunny, = USB Rubber Ducky, » LAN Turtle SD, * Packet Squirrel, = Plunder Bug, »
Signal Owl, = Shark Jack, = Screen Crab, = Key Croc.

Box

3 57 4

Sl 2B 5 e SY Lo 51y Laj gisite

Dell 27 240Hz Monitor - SE2726HG, New

Diagonal Size(Viewable Screen Size) 27"

Adjustability Tilt

Screen Mode Full HD, Resolution / Refresh Rate 1920 x 1080 at 240Hz

Ports: 2 HDMI port/s (HDCP 2.3) (Supports up to 1920 x 1080, 240 Hz, HDR, VRR, as specified in HDMI 2.1 (TMDS)) 1 DisplayPort
1.4 (HDCP 2.3) port/s

Cables: Power cable 1, 1 x HDMI 2.0 cable - 1.80 m

Panel Technology: In-plane Switching (IPS) Technology

Input Voltage Range 100V AC to 240V AC

PC

14

1.8

Dualcomm 10/100 Base-T Network TAP 58033
5 S5 G o

Model No: DCSW-1005PT
10/100Base-T Network TAP with PoE Pass-Through capability

PC

1.9

HakS Packet Squirrel Mark Il Elite Bundle 5 «Sa
\J Codll Sile JpeS OS1

Includes Packet Squirrel hardware, Payload Studio Pro, Packet Squirre| Textbock and ;’acket Squirrel Pocket Guide.

PC

1.10

APC Smart-UPS C, Line Interactive, 2000VA/
1300w, Tower, 230V, 6x IEC C13+1x IEC C19
outlets, USB and Serial communication, AVR,
Graphic LCD~ g &' ol (3 32

Main Input Voltage: Input voltage 220 V- 240 V, Input Connection Type IEC 320 C20, Output voltage 220 V AC 1 phase, Output
connection type 6 IEC 320 C13, 1 IEC 320 C19, Output frequency 50 Hz sync to mains.

Battery type: Lead-acid internal included, Control panel: Multifunction LCD status and control console.

Alarm: Alarm when on battery : distinctive low battery alarm : configurable delays. Colour: Black. Battery type:Lead-acid
battery, Battery recharge time: 3 h, Number of battery replacement quantity: 1, Battery life: 3...5 year(s).

APC UPS AC Input Power Cable IEC 320 C20.

4 APC UPS Output Power Cable IEC 320 C13 to 14, 2m with each UPS.

Warranty (in months): 12

PC
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Hi-Spec 9 Piece Network Cable Testing & Wiring Maintenance Repair Tool Kit.
a3 S 935 Network Cable Tester Box & Remote Unit, Two full-size 100mm Screwdrivers(Slot/Flathead 1/4”, Philips #2), Cutters & PC 1
112 Network tools Strippers, Crimper & Krone Punch Down Tool in a Zipper Case, One NB. 9V battery is included.
15 Category: CAT 6 F/UTP | Cat6 Cable, Gigabit LAN Cable, Ethernet Cable | Flexible Patch Cable Shielded, for Indoor Use up to 250 Beix 1
; Cat 6a Cable &'6 =5 JusS MHz,
UGREEN USB to Ethernet Adapter, 1000Mbps Plug and Play Ethernet Adapter with USB 3.0, Driver Free, RJI45 LAN Network
1.13 |Adepter o)l Aol S5 3 Rj4S5 to USB Network Dongle Compatible with Nintendo Switch, Laptop, PC, MacBook, Windows, macOS, Linux pc 4
Capacity: 128GB, Interface: USB 3.2 Gen 1, Model Number: SDDDC3-128G-G46, Product Features: The 2-in-1 flash drive with
USB Type-C™ and Type-A connectors, Compatibility: USB Type-C devices (phones, laptops, and tablets)
fisih SanDisk Ultra Dual Drive Go USB Type'-C"" - Android 10+ pC i
128GB (Black) Flash Drivey (= 128 (i 3552 macOS v.12+
Windows 10+
Dell Pro 24 All-in-One Plus Desktop
Processor: Intel® Core™ Ultra 9 285 (13 TOPS NPU, 24 cores, up to 5.6GHz).
Memory: 16 GB: 1 x 16 GB, DDRS, up to 5600 MT/s, non-ECC.
Storage: 1 TB Performance SSD, SED Ready.
Dell Pro 24 All-in-One Plus Desktop PC or Additional Storage: Additional 512GB SSD TLC.
1.15 [Equivalent Wireless: Intel® Wi-Fi 6E AX211, 2x2, 802.11ax, Bluetooth® wireless card. PC 6
Ol Jolas b y55ueaS QUSs s 09 O JI 28 950 o> Chassis Options: Dell Pro 24 All-in-One Plus QB24250, 65W CPU, Touch, 5MP IR Camera, 240W Platinum.
Keyboard and Mous: Dell Wired Keyboard and Mous - KB216 - US English - Black.
Stand: Height Adjustable Stand for All-in-One.
Operating System: Windows 11 Pro, English Language.
Processor: Intel® Core™ Ultra 9 processor 285HX, 55W vPro.
Operating System: Windows 11 Pro.
Memory: 32GB: 2x16GB 6400 MTs DDRS CSoDIMM, non-ECC.
Graphics Card: NVIDIA® RTX™ PRO 2000 Blackwell Generation, 8 GB GDDR7.
Storage: 1 TB Performance SSD, SED Ready,TLC.
Additional Hard Drive: Additional 512G8 Performance SSD, SED Ready.
116 De_ll Pro Max 16 Plus Laptop Display: 16" FHD+ LCD 1920x1200 with 400nits, 45% NTSC, 60Hz, Non-touch, WLAN, RGB Camera, Microphone. pc 1
et LT Camera: FHD RGB Camera, HDR, TNRA4.
Keyboard: English US backlit Copilot key keyboard with numeric keypad.
Primary Battery: 6 cell, 96Whr, ExpressCharge™ Capable, Long Life Cycle battery.
Power Supply: 280W AC adapter, USB Type C.
Operating System: Windows 11 pro Language English.
2 [Software Section
Real-time vulnerability updates
Unlimited vulnerability scanning
Pre-built policies for configuration & compliance audits
Tenable N Prof 1 Vulnerability scoring for prioritization license
21 3 x = 1
Jitng 2 gats ol 55 Configurable reports 3 year
Flexible deployment
3 year license

Page 67101




Proxmox Virtual
Environment Cus)sil Jaarysg (uSle S350

Proxmox VE Community Subscription 2 CPUs/year

License
1 year

23

Proxmox
Backup Serverss~ ol <SS Sl .S,

Proxmox Backup Server Community Subscription 1 year

License
1 year

24

Metasploit Pro or Cobalt Strike License
for 3 years
Wl ds oY S SlsS'L 553 Codhenlins

Key Features and Capabilities:

Automated Exploitation & Validation: Validates vulnerabilities to reduce risk, moving beyond traditional scanners to confirm
exploitability.

Advanced Campaigns: Includes Phishing and Social Engineering wizards to test employee awareness.

Web App Testing: Built-in tools for auditing web applications for vulnerabilities.

Evasion Techniques: Features advanced anti-virus (AV) and Intrusion Detection/Prevention System (IDS/IPS) evasion.
Comprehensive Reporting: Generates detailed, auditor-friendly reports, including PCl and FISMA compliance reports.
Network Pivoting: Supports VPN pivoting to gain deeper access within a compromised network.

Integration: Integrates with Rapid7 InsightVM for a closed-loop vulnerability management workflow.

“les o3lelCobalt Strike Olyine Jiails Camlyy 9) 500 b (S31351,8 CS4 W1a35 dugs Cudlowline (31313 CS A AU e

License
3 year

Training + Certification Section

3.1

F3 05 sl Blue Team Level 1 (BTL1) &igel 5393
[

Course Title: Blue Team Level 1 Trainnig Bundle + Certification
Subscription: For Five (S) persons.
On-demand access.

Head

3.2

FU3 05 5!y Blue Team Level 2 (BTL2) (s%jsei 5593
St

Course Title: Blue Team Level 2 (BTL2), Professional-Level Trainnig Bundle + Certification
Subscription: For Two (2) persons.
On-demand access.

Head

3.3

OSCP — PEN200 Training
200 &2 s oo 31 Sy

OSCP — PEN20O Training

Duration: 2 Months, 60 Hours

Course Level: PEN-200 standard syllabus

Mode of training: Online

Teaching Format: 70% Practical / 30% Theory

Number of participants: Introduce by the organization.

Instructor format: will be select by the organization and must be OSCP certified with hands-on practical industry experience

One Class

2 Months, 60
hours

3.4

CISSP- Certified Information Systems Security
Professional
Mmﬁ.o@lwq&gﬂqwlwlglw

CISSP Online Instructor-Led Training
Live Online

ISC2 AUTHORIZED INSTRUCTOR

2x CISSP Exam Voucher

CISSP official study plan

Official ISC2 CISSP eTextbook

Official ISC2 CISSP Study Questions eBook

Session recordings

Applied scenarios and case studies

Practice questions

Glossary of terms

Pre- and post-course assessments

Education Guarantee: Educator must ensure the attendees pass the cissp exam at first attempts

Head
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35

Linux Administration +
Advanced Linux Training

Linux Administration Training and Advanced Linux Training

Duration: 2 Months, 60 Hours

Course Level: Beginner to Advanced

Mode of training: Online

Teaching Format: 70% Practical / 30% Theory

Number of participants: Introduce by the organization.

Instructor format: will be select by the organization.

Course contents: 25 moduls Select by the organization

Study Material: Linux course presentitions and lab manuals

The Contractor of this program must provides a complete Linux journey — from fundamentals to advanced server deployment.
Learners begin with essential Linux commands, file systems, and process management, building a strong foundation in system
administration. The course then moves into enterprise-level services such as DNS, DHCP, Apache, Samba, FTP, and Mail servers,
ensuring real-world server management skills.

Key focus areas include networking, storage management (LVM, RAID), and backup solutions, along with robust security
practices using SELinux, firewalld, iptables, and access controls. Every module is reinforced with hands-on labs and real-world
exercises, enabling participants to graduate job-ready for system and server administration roles in enterprise IT and
cybersecurity.

2 Months, 60

One Class
hours

Services

.

34

Complete Setup, Installation +
Configuration, warranty and
support afther installation
One Year

1.The comprehensive service shall include the professional setup and precise installation of all required equipment. The vendor
must ensure seamless integration and optimal performance of all technologies specified above.

2.The vendor shall perform the installation and configuration of the following software solutions: Nessus Server, Firewall,
Proxmox VE, Proxmox Backup Server, Wazuh Server, Wazuh Indexer, Graylog Server, Sysmon, Grafana, TheHive with Cortex,
OpenCTl, Shuffle, CoPilot, and MISP. The vendor shall also ensure proper integration among these systems, incorporate
additional relevant systems where required, and conduct testing to validate functionality and generate result reports.

]
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