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Nexusguard Origin Protection

Class C Network Security Profile for Enterprise

This is simply the Creation of Afghan Telecom Profile in
our system as a new customer

Nexusguard Origin Protection

Customer Router for GRE Tunnels

This is the Number of GRE Tunnels to be created
between NexusGuard and Afghan Telecom for injecting
cleaned traffic to Aftel after DDoS mitigation

10

Nexusguard Origin Protection

Host Security Profile (Add-On)

Network security profile

Which is /24, the detection and mitigation threshold
within the network 256 ip address

Host security profile

Which is /32, the detection and mitigation threshold
within one ip address for example application

Services such as mobile or online services

We can protect customer network from network profile
and hoat profile at the same time , so that

We can handle “bit and Piece” attack efficiency

4000

Nexusguard Origin Protection

Mbps Protected Bandwidth — Origin Server in Asia,ANZ
Total Bandwidth delivered via GRE Tunnels, measured
at 95" Percentile

Nexusguard Origin Protection

Origin Protection for Enterprise — site profile, on-
Demand (Base)

Origin protection (On-Demand) for Enterprise for 1
network/ASN Includes:

-Detection Policy

-Mitigation Policy

-Auto mitigation

-10 customer portal

-SOC Intervention

Nexusguard Origin Protection
Remote DDoS Monitoring (Per Router)
Number of Router for DDoS monitoring

Nexusguard Origin Protection

Unlimited Attack Coverage

DDoS Protection for Attacks up to 3Tbps (Shared with
AP/OP/DNS)

10

Nexusguard Origin Protection
Host Security Profile setup (/32)
Host Security Profile

Nexusguard Origin Protection

Network Security/Profile setup (/24)

Network Security Profile:

Which is /24, the detection and mitigation threshold
within the

Network 256 ip address

Host security profile

Which is /32, the detection and mitigation threshold
within one ip address, for example application

Services such as mobile or online services

We can protect customer network from network profile
and

Hoat profile at the same time , so that

We can handle “bit and piece” attack efficiency”

Nexusguard Origin Protection
Remote DDoS Monitoring
Remote DDoS Monitoring Per Router

10
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Nexusguard Origin Protection
Router for GRE Tunnel 11
Customer Router for GRE Tunnels

Nexusguard Origin Protection
Standard Provisioning (OP ENT) 12
Origin Protection for Enterprise — Site Profile

Nexusguard Origin Protection
Additional Physical Location 13
Customer has more than one data center in a different
location
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