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Nexusguard Origin Protection

Class C Network Security Profile for Enterprise

This is simply the Creation of Afghan Telecom Profile in
our system as a new customer

Nexusguard Origin Protection

Customer Router for GRE Tunnels

This is the Number of GRE Tunnels to be created
between NexusGuard and Afghan Telecom for injecting
cleaned traffic to Aftel after DDoS mitigation

10

Nexusguard Origin Protection

Host Security Profile (Add-On)

Network security profile

Which is /24, the detection and mitigation threshold
within the network 256 ip address

Host security profile

Which is /32, the detection and mitigation threshold
within one ip address for example application

Services such as mobile or online services

We can protect customer network from network profile
and hoat profile at the same time , so that

We can handle “bit and Piece” attack efficiency

4000

Nexusguard Origin Protection

Mbps Protected Bandwidth — Origin Server in Asia,ANZ
Total Bandwidth delivered via GRE Tunnels, measured
at 95" Percentile

Nexusguard Origin Protection

Origin Protection for Enterprise — site profile, on-
Demand (Base)

Origin protection (On-Demand) for Enterprise for 1
network/ASN Includes:

-Detection Policy

-Mitigation Policy

-Auto mitigation

-10 customer portal

-SOC Intervention

Nexusguard Origin Protection
Remote DDoS Monitoring (Per Router)
Number of Router for DDoS monitoring

Nexusguard Origin Protection

Unlimited Attack Coverage

DDoS Protection for Attacks up to 3Tbps (Shared with
AP/OP/DNS)

10

Nexusguard Origin Protection
Host Security Profile setup (/32)
Host Security Profile

Nexusguard Origin Protection

Network Security/Profile setup (/24)

Network Security Profile:

Which is /24, the detection and mitigation threshold
within the

Network 256 ip address

Host security profile

Which is /32, the detection and mitigation threshold
within one ip address, for example application

Services such as mobile or online services

We can protect customer network from network profile
and

Hoat profile at the same time , so that

We can handle “bit and piece” attack efficiency”

Nexusguard Origin Protection
Remote DDoS Monitoring
Remote DDoS Monitoring Per Router

10
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. Nexusguard Origin Protection
9 e Router for GRE Tunnel 11
. Customer Router for GRE Tunnels
. Nexusguard Origin Protection
1 e Standard Provisioning (OP ENT) 12
. Origin Protection for Enterprise — Site Profile
. Nexusguard Origin Protection
9 e  Additional Physical Location 13
e  Customer has more than one data center in a different
location
AL 452 1) Nexus Gaurd J) gud p35)0 ub ablad pa S) 54 059 ) pd 4S Clllagly 1
Adlae Jlis) G ola 8 Cida (gl 0 jaa claad
o i fi g Aagdi 3 gl Alaidlw o) gilaad c\gul.'\;\dég&.aeﬂﬂu\uﬁugi\tjbﬁ‘ui.\«L\Sﬂxﬁusm‘g#uﬁ'&)\.ﬁoﬁiﬁ v
S A 5 e Dl (48 08 3 (> (53 Al (Sha (59 48l ABR 5iladl 55 Ju (100000) 4 (g i o) oG Sy (S 53S 0 518
9 e g e A3 Gl SOl S b 5l ) lde alS LS lad) 3 J g Ay (paal 3 sl 107 434 Cued o gara Al 4L
_L;JS?;\L“SMQ,UA\‘QXJJJ#MQJJSISJ\.\SJ\%A@JJJ&&MMMQJeJ}MUJLAJw
Hasﬁuﬁul.niui\ﬁl_h?lsuiggué\Aw@asﬁ5}3}5&\&ﬂﬁJJMMowwaﬁﬁuﬁﬁeﬁﬁﬁu v
A5 0998 (Sgmign (AN A4 s Y A B A GlgAS CSpd Al Al i plS LS Glag) 3 g oLl JlS g 3 ) S G (S Gl 8
.cﬁ‘*’s u*"
‘_,_}dgﬁs\gujc.sﬂu_zgwiuaau\J\g@aHu,Hauu/wu;\ 6 =i Jincs & \JAJQSJJL;AJ.;S 3 4D o 4S v
PS8 U8 L A LS g0 Gl S el 3 A (S G 9l Ay 968 A A S 0 ) Al sl (Aladlufcilard /s
b A S e (s A iy g Ay A g 19 JS 30 5 bl (S il 05 Ay (0 4 S5 51 55 (g 0 me S5 ) ST i
LS
L3 Ad 9 a3 o b g sl5lea (Ml 2 s Sap ssd S dd,g v
rblle Jsads s 4 G & sanae
Chgon el 4 Gl e £ sena
(alayy JiE) 2aeclille ¢ g o8 ) 4 G & gana
() Ji) e (5 Cag a4 Caal & gana

(SISl am (R /il 5) Cuilana Caaa

muwawﬁauw

ol S Slasin

Slasuin M3l

&

0)\3"

:QSJ—@ uMA~wJJi
28 i ) )

4/6




NPA/PPD/RFQ/01 Dy s yae Olods 41yl g wlial OlSyIud ol jo 850 Cwl g3y ¢ylars Liw

Slasein Y8 oyl

PRREN 4.\\)\/4%@.\ B TRITLY 4.1\)\ /4.\.@.'1' fu.u\
2021 A /4t CuaSla b sablal by (jadld {.\M\
o 2S5l il L i (slinal

DX
:u"sa 03“.'33 °JM

Al JLSt as ladd U ol jueat G jed b & «Ja Gall A gal < o1, & & e @ rCudlaal
SN J & 2 Sl S Ly ey R Sl B = e 2
_JJ;GAMGL»\ L }f@l—\)J‘Q«Aéﬁ u\.n;&a.n kel daraiia

AN g g S0 o)
AL e Ll 8 sia e s (5 ol A8 ge b e 3 Loyl
O e 520 80e 3 aad 15 15 U pen oo ) linali ¢ 23l o Clipaai 5 ilinali a5y 4 CalSa 503 4313(1)
0 B Jal ¢ E cails) a5 eSS
uth)S‘\.l\J (anO|Ce)d.|‘_f115 (2)}&\%&& 21 4.‘1‘)\/4,)@5 6u»\.\;‘471.@_|/‘;1_)_9.£&\_):\9uuh dLAS\ )\A:.l (2)
talal aalud s2ia3
bl Aged (S ygda pe Cladd/ulial ‘_fd\_j ke d.i\A.A_)J sIS ey (30) Gl GL o) fula j L.w_y tl\ab‘):l (3)
OB (8 D e
e geasd Lansd U Sl 1 (55l ya el ot 4l l/aggd 4 (58 age Slal Jlu,yl b Jid <Vl il e oinn (ile j3 - (4)
€355 (5 )l A yal )0 Al ide ks j0 Gulial alad by (it o gal 4y (38 50 22358 ) )l/40e5 -1
Al ol A el cad K sla CuilSa (gl pal An (38 g0 223K A3) )/ Angd -2
Ay (Al 25 43 Hlfags 20 8 eaaliia o AuS |y g ) g5 oad 48] ) Cledd | oadi JWS) ulial o ol 8 -3
oJ&AJuﬁ\gLA‘)ﬁO‘);\éJJ‘A&Q@JJ}AJJ@%\&Q‘)JJ’\AngJ\SJJJ(:S)QAAJJLAL;\u\S}uA\}j
lai Fd | ) 5Ol A el )55 (e

Qi 5 alud 4y a8 gl A el it algae cillag sl al s b allaghy s 2 cenii€ A l/angt o8 -4
AL 02 gad

2 e g 4.1&-915\.&\03.\.\54.‘\‘)\/47\.@_.] c.l.ﬁzl_iad:m)g@‘)m:(@Jjg/cfu‘)\})@umﬁlaz\ad‘)ggc}&u\}ajj‘)ﬁo\gﬁ (5)
AL e Aae G S5k

¢ Samlaa CALAL) Oal
10 R e gunaal did ) sh (5 smilae cilaliid) (1)

5/6



NPA/PPD/RFQ/01 Dy s yae Olods 41yl g wlial OlSyIud ol jo 850 Cwl g3y ¢ylars Liw

£l (e Jlie) B g 40 e i pa 56l ) 4o i lae Dl G ey -]

s G (bl ) s (F Gl Al 40y D e (o sane Ciel g aal (8 Gl Gl Dl AS ) sea )2 -2
€0l (oo Jlie) QB (5 )l A el g 3

G ER () B E R 2 e i diala) o sane Caad 5 aaly (B F 5 Ol Sl G e Gy sa -3
23l sy daly A Caad o Lae) bala oLl saian (e b Lkt 5 o e call e Jliie] Ji6 aal
_J}.ﬁicjua\th\}éﬁqﬁ}cdﬁjﬁ\d._}lﬁ('_\m\oﬁbj\dé}@)%em\é}mgﬂqﬁ&)}aw\Jd

L\A..ﬁ‘)d k_\lL:j\Ju_ﬁS‘U&\}A Al J\ .\’..l_jcyua\ \‘) L;)MLM Slalandl 858 &L\\AJJ.\A LBJLLM\ 234 uig\.a‘)ﬂ -4
el (e dslae Al e sene
R ey sy Al clhglydan g

6/6



