VACANCY ANNOUNCEMENT

Information Technology Department

Deadline of Applications: 20 January 2021

Job Title Senior Network Engineer

| Area of Activity | Department of Information Technology at the OIC General Secretariat

' Duty Station Jeddah, Saudi Arabia

| Category/ Grade | Professional Category (P)

Basic salary: US$ 2,800, in addition to other allowances and payments as
| Remuneration stated in the OIC Personnel Regulations (or according to the professional
’ experience of the candidate)

The Professional Officer will be under the direct supervision of the Director of Information
Technology Department.

JOB DESCRIPTION

1. Ability to build, configure and maintain networks using.

2. Configure IP telephony, unified communication servers, video conference servers and call

managers.

Ensure network security using various state of the art techniques incorporating IDM and

(%)

SIEM technologies and applying security techniques, ensuring proper controls in access,
logging, and auditing.

4. Develop network security guidelines.

5. Installation, configuration & troubleshooting Cisco ASA firewall (5500 series).

6. Implementation & troubleshooting IPsec site-to-site VPN,

7. Assess network performance using open source tools.

8. Good understanding of VPN, IPsec, firewalls, radius authentication.

9. Configure and support servers, storage and infrastructure virtualization for an extensive

Microsoft, Linux and network environment.




10. Demonstrate hands-on experience with wireless solution such as Cisco, Aruba or Avaya
Wireless.

11. Work with development teams to deploy various Python/Ruby/Shell scripts aimed at
monitoring the network.

12. Ensure active/passive availability and maintain Return Point Objective (RPO) and Return

Time Objective (RTO).

COMPETENCIES AND SKILLS

1. CCNA routing and switching (or equivalent) and one CCNP (or equivalent) certification.

2. Proficiency in troubleshooting and testing networks. Technical issues include network-
related problems, system failures, and routing changes and updates.

3. Strong command-line skills.

4. Wide variety of troubleshooting experience using open source and purchased tools.

5. Experience and knowledge of routing and switching, that includes installing, maintaining
and configuring routers/switches, firewalls, site-to-site VPNs and wireless networking.

6. Experience configuring routing protocols, e.g. BGP, EIGRP, OSPF.

7. Experience conducting security audits, reviewing logs, and identifying suspicious activity.

8. Experience in data center virtualization (VCP-DCYV certificate preferable).

9. Hands-on experience with firewall equipment from Cisco, Palo Alto or Sophos.

10. Scripting experience with languages like Python.

EDUCATION
Master’s degree in Computer Science, Electrical Engineering, Information Systems or any related

fields. (Ph.D. degree is preferred).

WORK EXPERIENCE
8 years of progressive experience in relevant positions gained at an international or inter-

governmental organization.

LANGUAGES
Professional fluency in (reading, writing and speaking) in at least two of the working languages of

the OIC (English, Arabic and French). Fair knowledge of the third language is preferable.




GENERAL REQUIREMENTS
1. To be a Muslim national of an OIC Member State.
2. To be free of diseases and infirmities that may hinder the exercise of his/her duties.

3. To be below 56 years of age.

GENERAL TERMS

1. Ensure that the CV includes fundamental personal information e.g. date of birth, country
of residence, marital status, number of children, etc.

2. Only shortlisted candidates will be contacted by the General Secretariat.

3. To be either nominated by his/her State or his/her State should have no objection to his/her
appointment and submit a letter of no objection issued by the competent authorities after
final selection for the position.

HOW TO APPLY
Write the job title you are applying for in the email subject, accompanied with an application
letter, in addition to your CV and send to:

Email: vacancy@oic-oci.org

Applications received after the deadline will not be considered.




